«OCTOPOKHO, MOIICHHUKH | »

B ycnoBusix pazButus nudpoBoil SKOHOMUKH, FIEKTPOHHBIX MJIATEKHBIX CUCTEM
NEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOHUCTB U VHTEpHETA CTPEMUTENIBHO BO3POCIO
KOJIMYECTBO COBEPIIECHHBIX C UX MCIOJIb30BAHUEM IIPECTYTUICHUH.

CoBeplIeHUIO JaHHON KAaTEeropud IMPECTYIUIEHHH CHOCOOCTBYIOT JOBEPUYMBOCTH
IpaXJaH, HEJOCTAaTOYHAs HMX OCBEIOMJIEHHOCTb U IPEHEOPEKUTEIBbHOE OTHOILIEHUE
K 3JIEMEHTapHbIM ITpaBuiIaM 0€30MaCHOCTH.

Jns  mpeaynpexaeHuss MPOTUBOIMPABHBIX JEUCTBUU MO JUCTAHIMOHHOMY
XUIIEHHUIO JEHEXKHBIX CPEJICTB BAKHO 3alIOMHUTH CJEAYIOIIEE.

Cotpyanuku 0aHKa 1Mo TeneoHy WU B JJIEKTPOHHOM MUChME HE 3alpalinBaioT:

® T[EpCOHAJIbHBIE CBEACHUS (Cepusi WU HOMEp NAacClopTa, aApec PErucTpaluu,

uMs 1 (haMUITUs BIIAJENbIla KapThl);
® peKBU3HUTHI, Cpok aeucTBus, I[IMH- u CVV-koab1 0aHKOBCKUX KapT;
e maposu ik kojabl U3 CMC-cooOuennii sl mOATBEPKACHUS (PUHAHCOBBIX
OIepalii UM UX OTMEHBI;

® JIOTWH W NapoJb JJI1 BXOJA B JIMYHBIN KAOMHET KIMeHTa OaHKa.

CoTpyaHuku 0aHKa TakKe HE Mpeiararor:

® YCTaHOBUTh MPOrpaMMbl YJIaJI€HHOTO JOCTyna (KWW MHBIE CTOPOHHUE
PWIOKEHHUS) Ha MOOMJIPHOE YCTPOMCTBO M PA3pEIINTh MOMKIIOYCHUE K HUM
10J1 MPEAJIOrOM TEXHUYECKON MOAAEPKKH (HapuMep, yaaleHUe BUPYCOB);
e nepeiitu no cebiike 3 CMC-coob1ieHus;
e BKJIIOYUTH TIepeajpecanuio Ha TeledoHe KIMEHTa JUIsl COBEpIICHUs
B JlaJIbHEHIIIEM 3BOHKA OT €r0 UMEHU B OaHK;

® [0Jl UX PYKOBOJCTBOM MEPEBECTU [JIsi COXPAHHOCTH JCHEXKHBIE CPEACTBA
Ha «GaluIEHHbBIC» U «O0S30ITaCHBIC)» CUETa;

® 3aiiTH B OHJIaliH-KaOuHET 1o ccbuike U3 CMC-coo01IeHrs U AJIEKTPOHHOTO
MChMa.

bank MOXXeT MHULIIMUPOBATH OOIICHUE C KJIMEHTOM TOJBKO JJISi KOHCYJIbTallUi
0 TMpPENoCTaBIsIeMbIM yciyraM. IIpyw 3TOM 3BOHKM COBEpLIAKOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpOHE KapThl, HA OQUIMATBHBIX caliTaXx U OAHKOBCKHX
nokymeHTax. lHbie HOMepa He UMEIOT HUKAKOTO OTHOIIEHUS K OaHKY.

UroOsl HE cCTaTh JKEPTBOW JIMCTAHIIMOHHOTO MOIICHHUYECTBA CIIEIYET
UCIIOJIb30BATh TOJIBKO OUIIMATBHBIC KaHAJBI CBSI3U:

e (opmbl 0OpaTHOM CBsA3U HA caliTe 0aHKa U B MOOUJILHOM MPUIIOKEHUU;

e TesedOHbI TOPAYUX JTMHUM;

® TPYIIIbI WK YaT-00Thl B MECCEHIXKEpax (€CIM TaKOBbIE UMEIOTCS).

BaxxHO TOMHUTBH, YTO MOOWJIbHBIE TPHIOKEHUS OAHKOB CJEAyeT CKauuBaTh
yepe3 oduimanbabie Marazunbl (App Store, Google Play u 1.11.).

Heobxoaumo yuuThIBaTh, 4YTO JepKaTelb KapThl 00s3aH CaMOCTOSITEIHHO
obecreunTh KOH(DHUICHIIMATEHOCTh €€ PEeKBU3UTOB U B 9TOU CBSI3M H30ETaTh:

® [OAKJIIOYEHUS K 00IIeI0CTYyHbIM ceTsiM Wi-Fi;

e yucnonb3oBanuss [IMH- wim CVV-komoB mnpu 3aka3e TOBapOB U yCIyr

yepes ceTh «MMHTEpHET», a Takke 1o Tenedony (pakcy);
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® COOOIlEHHUsI HAa3BaHHBIX KOJOB TPETbUM JIMIaM (B MPOTUBHOM Cllydae JIOObIe
OIepanuy, COBEPIICHHBIE C UX HCIIOJIB30BAHUEM, CUUTAIOTCS BBIIIOJHEHHBIMHU
caMHM Jiep>KaTeseM KapThl U HE MOTYT OBITh OIPOTECTOBAHBI).

[Ipn wucnonb3zoBaHMKM OaHKOMATOB OTJABAalTE€ MPEANOYTEHUE TEM, KOTOpPHIE
YCTaHOBJICHBI B 3aIMIIEHHBIX MECTAaX (HAIpUMEp, B TOCYUPEXKICHUX, 0rcax OaHKOB,
KpYHHBIX TOProBbIX IIeHTpax). [lepea ero ucnosb30BaHUEM, OCMOTPUTE U yOEIUTECH,
YTO:

e BCE OIlepaliy, COBEpUIAEMBbIE NPEABIIYIINM KIMEHTOM, 3aBEPILICHBI;

® Ha KJIABHATYpE U B MECTE JJIs pUEMa KapT HET JONOJIHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEMCIIPABHOCTH U UHBIE MIOBPEKICHUS.

CoBepiiast onepanuy, HE MNPUCITYIIMBAWTECh K COBETAM HE3HAKOMBIX JIHOJCH
Y HE NIPUHAMANTE UX TTOMOILIb.

[Ipu wucnonb3oBaHUU COTOBBIX TeynedoHOB (cMapThOHOB)  COOJIONIANTE
CJIeIyIOLIME ITpaBuIa:

® IIpU YCTaHOBKE MOOWIbHBIX MpPWIOXKEHUNH oOpaiaiiTe BHHMaHue Ha
MOJTHOMOYHMSI, KOTOpbIE OHHU 3amlpannBaioT. byabTe OCOOEHHO OCTOPOKHBI,
€CIIM IPUIIOKEHUE IPOCUT IIpaBa Ha YTEHHUE AJAPECHOW KHHUIHU, OTIIPABKY
CMC-coo01ieHnii U MHBIX YBEJOMIICHUH, TOCTyN K ceTu «HTepHeT»;

e OTKJIKOYUTE B HACTPOMKAX BO3MOXKXHOCTb HCHOJB30BAHHUS T'OJIOCOBOIO
yIpaBJIeHUs NpU 3a0JJOKUPOBAHHOM 3KpPAHE;

e He nepexoaure no ccbuikaM u3 CMC-yBenOMIIEHMI, pa3JIMYHBIX YaTOB
U MECCEH/DKEpOB, HE YOEAMBIIMCh B MX JIOCTOBEPHOCTU (II€pe3BaHUBANTE
JHOJSAM UX MPUCTABIIUM);

e HE MEPEUNCIEINTE JEHEXKHBIE CpPEACTBA 3HAKOMBIM, POJICTBEHHUKAMU
U OJIM3KUM JIMUIAM Ha HX M[pPOChOBI O TNEPEBOJE JCHEXKHBIX CPEACTB
u3 CMC-yBenomneHni, pa3JIMYHBIX  YaToB u MECCEH]KEPOB,
HEe yOemMBIIMCh B MX JIOCTOBEPHOCTH  (MEpE3BAHUBANTE  JIIOASM
UX MPUCIABIINM);

[Ipy KCnoNb30BaHUM MHTEPHET-CEPBUCOB, B TO YUCIE ISl MOKYNKUA U MPOJAKH

TOBAapOB U OKa3aHUs yciyr (ABuro, Ona u T.11.) 3aI0MHUTE PsI IPOCTHIX HPaBUIL:

® UCHOJB3YHTE CpeACTBa OOLLEHUS, IPEAOCTaBICHHbIE TaHHBIMU CaliTaMu;

® HE MEpPEeXOAWTh Ha «UHAMBHAyaIbHOE» OOIICHHE C MOCTOPOHHUMHU JIMIIAMU
C UCIOJIb30BAaHUEM JIMYHBIX HOMEPOB TeNIE(POHOB;

e HE IMEpelaBaiTe CBOM IIEPCOHAIBHBIE JaHHBIE, B TOM 4YHCIa aJapec
IPOXXKMUBAHMS, KOHTAaKTHbIE TeNe(OHbl, OAHKOBCKHE PEKBU3UTHI W KOJbI
IOJITBEPKICHUS] OAHKOBCKUX ONEpalui;

® UCHOJB3YHTE TOJBKO MOPSAOK M (OPMBI OIUIATHI, MOJYyYEHHUS TOBAPOB,
IIPEAYCMOTPEHHbBIE TaHHBIMU UHTEPHET-CEPBUCAMM.

[Ipu omnare toBapa u ycinyr B cetu «MHTepHeT» (0COOEHHO NpHU MPHUBSI3KE

K PeryJspHBIM IUIaTeXaM WM aKKayHTaM) TpeOyeTcsi BCEerja YYUTHIBATh BBICOKYIO
BEPOSATHOCTh II€peXoJa Ha MOLJECIbHBIA CaWT, CO3JAHHBIA JUISI KOMIIPOMETALHH
KJIINEHTCKHUX JAHHBIX, BKJIIOYAsl TUIATEKHbIE KAPTOUYHBIE TAHHBIC.

JInd  MUHUMM3alMM  BO3MOXKHBIX XUIIEHMM [PU DIPOBEICHUM OIEpaLUil

C UCIOIb30BaHuEM ceTh « THTEpHET» pEKOMEHYETCS:
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e 0hOpMHUTH BUPTYATbHYIO KapTy C YCTAHOBJIEHHEM pa3Mepa WHAUBHUIYAITEHOTO
JMMWUTA, OTPAHUYMBAIOLIETO OIEpallMid, B TOM YHCIE C HCIOJIb30BAHUEM
IpyTruX 0AHKOBCKUX KapT;

e BHUMATEIbHO 4YHUTaTh TeKCThl CMC-cooOleHniI W WHBIX YBEIOMJICHUN
C KOJIaMU MOJATBEPKIACHHM, TPOBEPITh PEKBU3UTHI ornepariuid. Eciin peKBU3UTHI
HE COBIIAJAIOT, TO TAKOW MApPOJIb BBOJAUTH HEJb3A.

Korma ©Gank cuuTaer coBepliaeMple OT HMMEHH KIHEHTA  Olepaluu
MOJ03PUTEIBLHBIMU, OH MOXET 10 CBOCH MHUIIMATHBE BPEMEHHO 3a0JI0KHPOBAThH JOCTYII
k cepBucam CMC-0aHka u oHNlaiiH-kaOuHeTa. Eciu onepaiuu coBepIlieHbl AepKaTeaemM
KapThl, JUIsi OBICTPOTO BO30OHOBJICHHS JOCTyNa K JACHEKHBIM CPEACTBAM JOCTATOYHO
IIO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cnywae yrepu wim cmMeHbl HOMepa TenedoHa, MPUBSI3aHHOTO K OaHKOBCKOM
KapTe, He00X0UMO:

® CBs3aThCA ¢ 0aHKOM it oTKiItoueHust yeimyru CMC-yBenomieHus;

® 3a0JIOKUPOBATh CUM-KapTy, OOPaTUBIINCH K COTOBOMY OIIEPaTOpYy.

[Ipy BO3HMKHOBEHMH MAaJIEUIIMX TIOJIO3PEHUN HACYET MPEANPUHUMAEMBIX
IIOINBITOK  COBEPIIEHUS MOIICHHUYECKUX JIEMCTBUM CIEAYET HE3aMEIUTEIbHO
YBEJIOMJISITH 00 3TOM OaHK.

CobnrofieHre TPUBEJICHHBIX MEpP M PEKOMEHJAIMK TO3BOJIUT MPEAOTBPATUTH
CIy4au JUCTAHIMOHHOTO XUIIECHHS JEHEKHBIX CPENICTB.

praBHeHI/IG 110 HaA30PY 3a CIICACTBUCM,
AO3HAHUCM U OIICPATHUBHO-PO3BICKHON ACATCIIBHOCTBIO



